Marco Antonio Soto Rivera

Mexico City e marcosotol321p@gmail.com e linkedin.com/in/marco-soto-rivera e github.com/MarcoSoto1321 e
cv.marcosoto.dev

Education
Faculty of Engineering, UNAM Mexico City
B.S. in Computer Engineering (Degree Pending) 2021 — 2026
Cisco training, Faculty of Engineering, UNAM: CCNP Security Diploma (Jun 2026, in process) ¢ CCNP Enterprise
Diploma — ENCOR & ENARSI (2025) ¢ CCNA prep course (2024)

Cisco Networking Academy badges: CCNA Introduction to Networks; Switching, Routing & Wireless Essentials May 2025
Certifications
NVIDIA Deep Learning Institute: Adding New Knowledge to LLMs; Fundamentals of Deep Learning Nov 2025

CertiProf: Cybersecurity Awareness (CAPC) (valid to Nov 2027) e ScrumStudy: Scrum Fundamentals Certified (2023)
Projects & Infrastructure

Hybrid Homelab — Self-Hosted Kubernetes Platform (K3s / ARMG64) Personal Project
Infrastructure Administrator 2024 — Present
e Migrated 15+ services from Docker to Kubernetes (K3s) on Raspberry Pi 5 (ARM64 / edge) with zero downtime; full
lifecycle via GitOps (ArgoCD app-of-apps), Traefik ingress, automated TLS (cert-manager + Cloudflare DNS-01) and
GitHub Actions CI with multi-arch builds and manifest write-back.

e Designed for fault-domain isolation: out-of-cluster VPN (WireGuard) and DNS (Pi-hole + Unbound), so remote access and
name resolution survive a cluster outage. Observability with Prometheus, Grafana and Loki, alerting to Slack. Two years
in continuous operation.

NoNameStore — Cloud-Native Platform (Kubernetes + GitOps) Personal Project
DevOps & Software Engineer 2025

e Provisioned and hardened (SELinux) a multi-node Kubernetes cluster on Linux (Arch/Rocky) over KVM /QEMU, automated
end-to-end with Ansible (IaC), and built a Tekton + Kaniko CI/CD pipeline — webhook-triggered builds, commit-hash
tagging, ArgoCD delivery to staging and production (auto-sync, self-heal) under scoped RBAC, StatefulSets/NF'S persistence
and Fluentd + OpenSearch logging.

Experience

Faculty of Engineering, UNAM Mexico City
Network & Server Infrastructure Aug 2026 — Present
e Assigned to deploy a new DNS service for the faculty, configure Cisco network equipment, and provision Linux servers for
internal services across several concurrent projects.
Brive Mexico City
Automation Executive — Business Intelligence Jun 2026 — Present

e Build automated business workflows in Salesforce, replacing manual repeated steps across internal processes; maintain and
iterate on two Al agents running in the company platform, including live debugging and behaviour tuning.

CTIN Mexico City
Test Automation Lead — iOS & Android May 2025 — Dec 2025

e Promoted from intern to lead the iOS stream after two months, then the Android project as well — two mobile streams,
one automation engineer each.

e Rebuilt an abandoned automation suite (7250 cases, 20 runs) the team had stopped trusting: consolidated duplicated
per-flow logic behind shared instances, replaced deep conditional chains with data structures, and automated the manual
smoke test — cutting the validation cycle from a full manual week to 3 days.

e Evaluated Jenkins to orchestrate the suites and built a proof of concept (not deployed before contract end); tracked defects
in Jira/Zephyr and trained the incoming leads on the refactored suite.

Microsoft Artificial Intelligence Laboratory, UNAM Mexico City
IT Support & Infrastructure Specialist (Social Service) Dec 2023 — Dec 2024
e Rewired the physical network of an entire building (structured cabling), configured Cisco switches across LAN and perimeter
devices, and did L2/L3 troubleshooting via CLI.
e Provisioned Linux workstations for teaching labs (installation, accounts, permissions); resolved L1/L2 incidents and main-
tained lab and compute hardware.
e Built and deployed the Digital Transformation division website (still in production) and a login system for the administrative
platform; deployed facial recognition for the campus camera system.

Technical Skills
Containers, CI/CD & IaC: Kubernetes (K3s), Docker, Helm, ArgoCD, Tekton, Kaniko, GitHub Actions, Jenkins, Ansible
Observability: Prometheus, Grafana, Loki, Alertmanager, Fluentd, OpenSearch
Networking & Security: Routing (OSPF/BGP), CLI troubleshooting, structured cabling, WireGuard, Cloudflare DNS, Traefik,
cert-manager, Pi-hole/Unbound, hardening (SSH, Fail2Ban)
Systems & Programming: Linux (Arch/Rocky), Bash, Python, Go e Selenium, Cucumber e Scrum, Jira
Languages: Spanish (native) e English (B1; C1 reading & listening)
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